
Digital Spring Cleaning 
 
Overview 
 
Most of us are so looking forward to spring! The landscape starts to 
take shape, flowers start to bloom, and, for many, there’s a desire 
to spring clean. While it might be easy to see the need to purge 
and tidy up, realizing the need to also digitally declutter isn’t so 
apparent. Here are some quick tips to get your digital life in order 
and establish new digital habits: 
 
BACKUPS: We listed this step first because, in the long run, it’s one of 
the most important and a step you want to take before moving on 
to the others. No matter how safe or secure you are, at some point, 
you will most likely need backups to recover your important infor-
mation. Reasons can include having a hard drive fail, losing a de-
vice, and becoming infected with malware such as ransomware. 
Creating and scheduling automatic backups ensures you can re-
cover your most important information. 
 
DELETE: Delete any unused programs or apps on your mobile devic-
es and computers. Some apps require large amounts of storage, 
can introduce new vulnerabilities, and may even slow things down. 
The fewer apps you have, the more secure your system and your 

information. Many devic-
es show you how long it 
has been since you’ve 
used an app—if it has 
been more than a few 
months, chances are you 
don’t need the app! 
 
UPDATE: Update all of the 
devices and apps you 
do have, and enable 
automatic updating 
whenever possible. This 
way, your devices and 
apps stay current, not 
only ensuring they run 
faster but making it much 
harder for anyone to 
hack into them. 
 

 

Focus On... 

AWARENESS 
PASSWORDS: Review your passwords. If you are using the same 
passwords for multiple accounts, change them so each account 
has a unique password. Can’t remember all your unique pass-
words? Consider using a password manager. Finally, enable two-
factor authentication (2FA) whenever possible, especially for any 
email or financial accounts. 
 
FINANCIAL ACCOUNTS: Make sure your bank accounts, credit card 
accounts, and retirement accounts are configured to alert you 
whenever a transaction is made, especially for large purchases or 
money transfers. The sooner you spot fraudulent activity, the sooner 
you can stop it. Depending on what country you live in, a credit 
freeze can be one of the most effective ways to protect your iden-
tity. 
 
BROWSER: Review any and all add-ons or plugins installed in your 
browser. Review the permission settings; do the plugins really need 
access to your location, passwords, or contact lists? If you are no 
longer using certain plugins, or have privacy concerns about them, 
delete them. 
 
SOCIAL MEDIA: Check out your online presence and own it. Review 
your privacy settings and delete any photos and videos that are no 
longer accessed or needed. You can also search for yourself on a 
search engine and see what information is out there about you. 
Remember, it’s fine to limit how much information you share, and 
even with whom you choose to share it with. 
 
DESK: Clean out your desk drawer, wipe any old hard drives and 
USBs, and perhaps even destroy any sticky notes with too much 
information. Consider investing in a document shredder if you don’t 
have one. 
 
EMAIL: Perform an email file purge, delete what you don’t need, 
and organize what you do. Pay particular attention to any sensitive 
documents, such as those with your date of birth or Social Security 
number, and get those out of your inbox! 
While this may appear to be a daunting task, rest assured your de-
vices and information will be far more protected. If this seems like a 
lot to do, consider choosing just a few items, or try to check off one 
item per day or week. Every little step goes a long way in protect-
ing you. 
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