AWARENESS

Four Simple Steps to Staying
Secure

Overview

Making the most of technology safely and securely can seem over-
whelming and confusing. However, regardless of what technology
you are using or how you are using it, here are four simple steps that
will help you stay secure.

1. You: First and foremost, technology alone cannot fully protect
you; you are your best defense. Attackers have learned that the
easiest way to get what they want is to target you rather than
your computer or other devices. If they want your password,
credit card, or control of your computer, they'll attempt to trick
you into giving it to them, often by creating a sense of urgency.
For example, they might call you pretending to be Microsoft
tech support and claim that your computer is infected, when in
reality they are just cyber criminals who want you to give them
access to your computer. Or perhaps they send you an email
warning that your package could not be delivered and pressur-
ing you into clicking a link to confirm your mailing address, when
in reality they are tricking you into visiting a malicious website
that will hack intfo your computer. Ultimately, the greatest de-

fense against attackers is

you. By using common
sense, you can spof and
stop many atftacks.

2. Passphrases: Modern
computing speeds have
made the old, eight-
character password out-
dated and vulnerable.
When a site asks you to
create a password, cre-
ate a strong and unique
passphrase instead. A
passphrase is a type of
password that uses a
series of words that is easy
to remember, such as
bee honey bourbon rain.
The longer your pass-
phrase is,

the strong-

er. A unique passphrase means using a
different one for each device or online
account. This way, if one passphrase is
compromised, all of your other accounts
and devices are still safe. Can't remem-
ber all those passphrases? Use a pass-
word manager, which is a specialized
program that securely stores all your
passphrases in an encrypted format
(and offers lots of other great features as
well).

Finally, enable two-step verification (also
called two-factor or multi-factor authen-
fication). It uses your password but also
adds a second step, such as entering a code sent to your
smartphone or from an app that generates the code for you. Ena-
bling two-step verification is probably the most important step you
can take to protect your online accounts, and it's much easier than
you may think.

3. Updating: Make sure each of your computers, mobile devices,
programs, and apps is running the latest version of its software. Cyber
attackers are constantly looking for new vulnerabilities in the software
your devices use. When they discover vulnerabilities, they use special
programs to exploit them and hack into the devices you are using.
Meanwhile, the companies that created the software for these de-
vices are hard at work fixing the vulnerabilities by releasing updates.
By ensuring your computers and mobile devices install these updates
promptly, you make it much harder for someone to hack you. To stay
current, simply enable automatic updating whenever possible. This
rule applies to almost any technology connected to a network, in-
cluding internet-connected TVs, baby monitors, security cameras,
home routers, gaming consoles, and even your car.

4. Backups and recovery: No matter how careful you are, you still
may be hacked. If that is the case, often the only way to restore all of
your personal information is from backup. Make sure you make regu-
lar backups of any important information and verify that you can
restore your data from them. Most operating systems and mobile
devices support automatic backups, either to external drives or to
the cloud.
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